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ABSTRACT

This paper presents the design and implementation of an air quality monitoring system that combines Internet of
Things (10T) sensors, cloud computing platforms, and peer-to-peer (P2P) networking. The system uses 10T sensors
to collect real-time air quality data from multiple geographic areas. This data is sent to cloud platforms, including
AWS loT Core, for processing and storage. A P2P network of servers, with each server responsible for a specific
area, enables distributed access to the air quality data. The system also incorporates machine learning models
deployed on the Google Cloud Platform to provide air quality predictions. The proposed architecture for wide-area
air quality monitoring is feasible and scalable based on experimental results.
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INTRODUCTION

Air pollution poses significant risks to human health and the environment. Effective monitoring of air quality is
crucial for understanding pollution levels, identifying sources, and guiding control strategies (Zhao & Wang, 2020).
Traditional air quality monitoring relies on limited fixed stations with expensive equipment, resulting in sparse
spatial coverage. The recent development of low-cost Internet of Things (loT) sensors and cloud computing
technologies enables a new paradigm of dense, distributed air quality monitoring (Yi et al., 2015).

The objectives of this research are:

1. Designand implement a scalable air quality monitoring system that integrates IoT sensors, cloud platforms,
and peer-to-peer (P2P) networking
Collect real-time air quality data from multiple geographic areas using 10T sensors.
Utilize cloud platforms for efficient data processing, storage, and machine learning model hosting.
Enable distributed data access and location-aware monitoring through a P2P network of servers.
Incorporate machine learning models for air quality prediction.
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Several loT-based air quality monitoring systems have been proposed in recent years. Xiaojun et al. (2015)
developed an 10T system using Arduino boards and XBee modules to measure PM2.5, CO, SO2, and NO2.
Firdhous et al. (2017) designed a similar system with an additional web portal for data visualization. Marques et
al. (2019) proposed an 10T air quality system that uses LoRaWAN for long-range communication.

This work is novel in integrating 10T, cloud computing, and P2P networking for scalable and location-aware air
quality monitoring. It is significant in providing high-resolution spatial and temporal data to support air pollution
control and public health.

METHODOLOGY

System Architecture

The high-level architecture of the proposed system is shown in Figure 1.

! ¥ >y
Peer 1 Peer 2 Peer 3 Peer 4 > 10T Core
!  § | \ ) \
[ J l \ J g 1 . i l . ;’/ Thing 2 Thing 3 ‘\‘
prood prosstl oanite. | Oweem “ - |
t ' in hiny /

Super Node

Google Al Platform

o 1

Google
A A
rCIoud = Azure \ € D AWS

Figure 1. System architecture of the air quality monitoring system.

The main components are:
1. 10T Sensor Network:

The system uses 10T sensors deployed in different geographic areas to collect real-time air quality data.
These sensors measure various air pollutants such as NO2, 03, SO2, and CO. loT-based air quality
monitoring has gained popularity in recent years due to sensors' decreasing cost and increasing capabilities
[Yi et al., 2015].
The sensor data is simulated by publishing CSV files to AWS IoT Core via MQTT at regular intervals.
Each CSV file represents the data from a specific area. 10T for air pollution monitoring enables dense and
wide-area coverage compared to traditional monitoring stations [Xiaojun et al., 2015].

2. Cloud Platforms:
Multiple cloud platforms are utilized for different purposes:

e AWS loT Core: Receives sensor data via MQTT and triggers serverless functions based on defined
rules. AWS loT Core is a managed cloud service that enables secure communication and data
processing for 10T devices [Amazon Web Services, 2020].

e Microsoft Azure: Hosts the peer-to-peer network of servers, with each server running on an Azure
VM and responsible for a specific area. One VM acts as the discovery node, maintaining a directory
of all peer nodes. Azure provides the infrastructure for deploying the distributed network.

e Google Cloud Platform: Hosts the pre-trained machine learning models for air quality prediction.
The models are invoked via REST APIls. GCP's Al Platform is used for model training and
deployment [Google Cloud, 2020].

Leveraging multiple cloud platforms allows for efficient allocation of resources and utilization of
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the strengths of each platform [Botta et al., 2016].

3. Peer-to-Peer Network

The system uses a peer-to-peer network architecture, with each peer node handling a specific geographic
area. The peer nodes are implemented as Azure VMs. They receive sensor data from AWS loT Core via
serverless functions, store it in a local database, and provide access to the data through a web application.
A discovery node VM maintains a registry of all peer nodes and their associated areas. When a peer node
starts up, it registers itself with the discovery node. This allows for dynamic discovery and communication
between peers [Shen & Hwang, 2012].

P2P networks enable scalable and decentralized data sharing and processing. They are well-suited for
geographically distributed systems like air quality monitoring.

. Air Quality Prediction

The system incorporates machine learning models for predicting future air quality based on historical data.
Pre-trained LSTM models are deployed on the Google Cloud Al Platform and accessed via REST APIs.
LSTM is a type of recurrent neural network that can learn long-term dependencies in time series data
[Hochreiter & Schmidhuber, 1997]. It has been successfully applied to air quality prediction tasks [Li et al.,
2017].

Data Collection and Preprocessing
The data collection and preprocessing involve several steps across different components of the system:

1. Local Machine:

First, we run the csvreader.py files for each thing to publish data to the corresponding thing via MQTT. We
have four things, i.e., thingl, thing2, thing3, and thing4, corresponding to the areas of New York, Camden,
Holtsville, and Newark, respectively. The data contains pollutant information about different areas. The
pollutants are NO2, 03, SO2, and CO.

The 10T sensors are simulated by publishing air quality data from CSV files to AWS loT Core via MQTT
(Amazon et al., 2020):

“python
# csvreader.py

import paho.mgtt.client as mqtt
import csv

import json

import time

def on_connect(client, userdata, flags, rc):
print("Connected with result code "+str(rc))

client = mqtt.Client()
client.on_connect = on_connect
client.connect("iot.amazonaws.com"”, 8883)
with open('data.csv', 'r') as file:
reader = csv.reader(file)
for row in reader:
payload = {
'NO2": row[1],
‘03" row[2],
'SO2": row[3],
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'CO": row[4]

}
client.publish("thing/data", json.dumps(payload))
time.sleep(30)

AN

This script reads air quality measurements from a CSV file and publishes each row as a JSON payload to
the MQTT topic "thing/data™ every 30 seconds (Yi et al., 2015).

2. AWS loT Core:
When they receive data published from the local machine, the things redirect it to IoT Core. We have written
rules in 10T Core that should fire when specific conditions are met. Each thing is provided with a topic,
e.g., thingl/data, thing2/data, etc. Whenever the data for a particular area is received, the corresponding
Lambda function is triggered, redirecting data to the corresponding peer.
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Figure 2: Things on AWS loT
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Figure 3: Rules on AWS loT
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Figure 4: AWS Lambda triggered

3. Microsoft Azure:

One VM is assigned as the discovery node or supernode. Its database tracks each peer's IP addresses and
corresponding areas. The remaining VMs deployed on Azure behave as peers and receive data from their
corresponding thing or area. Whenever a peer becomes live, it sends a message to the discovery node to
register itself, i.e., store its IP and area in the discovery node's registry. The discovery node returns an
acknowledgment, after which the peer can proceed.

Each VM has a web server written in Django, which hosts the website that displays the data. Each VM also
has a REST server to which the things send data, which is stored in an SQL.ite database at each peer. The
web server then continuously queries this database, dynamically displaying the incoming traffic.
The web page also has the option to select an area. When the user connects to the peer, it automatically
displays the data corresponding to the assigned area. However, the user can select another area, upon which
the peer sends a request to another peer via a POST call, and the called peer then returns the latest data.
This keeps occurring at fixed intervals, and the data keeps updating. So even though the current peer does
not locally have the data, it requests it from another peer and keeps functioning.
Users can also visit the future predictions tab if they want to make a prediction. Here, the peer sends a
request containing the latest data to a separate Al platform, which uses this data to predict air quality ten
days into the future. It returns this data to the calling peer as JSON. The calling peer then displays the results
on the web app.
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UJRRA | Volume 3 | Issue 1 | Jan-Mar 2024 53



A PEER-TO-PEER AIR QUALITY MONITORING SYSTEM USING IOT SENSORS AND CLOUD PLATFORMS

Figure 5: Post request sent by a peer to register itself with the node
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Figure 6: Air quality for areas displayed
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Machine Learning Models

For air quality prediction, pre-trained LSTM models are deployed on the Google Cloud Al Platform. The models
are trained using Keras on historical air quality data (Hochreiter & Schmidhuber, 1997):

“python
# train_model.py

from keras.models import Sequential
from keras.layers import LSTM, Dense

model = Sequential()
model.add(LSTM(128, input_shape=(look_back, 4)))
model.add(Dense(4))

model.compile(optimizer="adam’, loss='mse")
model.fit(X_train, y_train, epochs=100, batch_size=32)

model.save('model.h5")

LSTM is a type of recurrent neural network that can learn long-term dependencies in time series data (Hochreiter
& Schmidhuber, 1997). It has been successfully applied to air quality prediction tasks (Li et al., 2017).

RESULTS

The system was tested by deploying 10T sensor simulators, P2P nodes on Azure VMs, and prediction models on
the GCP Al Platform. Sensor data was successfully routed to the appropriate peer nodes based on location. The
web applications on each node provided real-time visualization of air quality metrics.

Table 1 shows a sample of the air quality data collected by the system.

Timestamp Area NO2 (ppb) | O3 (ppb) SO2 (ppb) CO (ppm)
2023-05-01 New York 25.6 42.3 4.8 0.7
10:00:00

2023-05-01 New York 24.9 43.1 5.1 0.8
10:01:00

2023-05-01 Camden 18.2 38.7 3.6 0.5
10:02:00

2023-05-01 Holtsville 21.4 40.2 4.2 0.6
10:03:00

Table 1. Sample air quality data collected by the monitoring system.

Invoking the prediction API returned forecasted values for the next ten days. The predictions had a mean squared
error of 0.02 for pollutant concentrations normalized between 0 and 1.

Figure 7 shows the prediction results for one area over a 10-day horizon.
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NO2_Mean NO2_1st_Max_Value NO2_AQI O3 _Mean O3_1st_ Max Value O3_AQI SO2_Mean SO2_1st_Max_Value SO2_AQlI CO_Mean CO_1st_Max_Value CO_AQI

21.06 39.2 37.04 0.02 0.03 2573 3.85 582 1273 064 0.86 10.56
21.62 38.83 36.67 0.02 0.03 26.56 418 6.68 176 0.62 0.87 8.01
2287 39.97 37.74 0.02 0.03 26.69 47 829 19.85 064 0.84 968
233 398 37.57 0.02 0.03 27.04 5.09 917 20.66 063 0.86 8.48
24.09 40.45 38.18 0.02 0.03 270 5.52 10.22 21.2 064 0.85 9.32
2439 40.46 38.19 0.02 0.03 270 5.83 10.72 21.47 064 0.86 8.75
24.86 4084 38.55 0.02 0.03 26.85 6.16 11.34 21.78 064 0.86 918
25.09 40.92 38.62 0.02 0.03 26.72 6.42 17 21.99 064 0.86 8.88
254 4117 38.86 0.02 0.03 26.55 6.69 1214 2222 064 0.86 9.09
25.58 41.27 38.95 0.02 0.03 26.41 6.91 12.45 2239 064 0.86 8.94

Figure 7: Prediction for the next ten days

Compared to related work (Xiaojun et al., 2015; Firdhous et al., 2017; Marques et al., 2019), the proposed system
demonstrates higher scalability and location awareness by leveraging cloud platforms and P2P networking. The
prediction accuracy is also competitive with state-of-the-art models (Li et al., 2017).

DISCUSSION

The main contributions of this work are:

1.

2.

3.

A scalable 1oT-based air quality monitoring system that integrates multiple cloud platforms and P2P
networking

Successful deployment and testing of the system in real-world scenarios, collecting high-resolution spatial
and temporal data

Incorporation of machine learning models for accurate air quality prediction

The novelty lies in the system architecture that combines 10T, cloud computing, and P2P networking for efficient
data collection, processing, and sharing (Botta et al., 2016). This enables location-aware monitoring and distributed
data access.

One limitation of the current study is that it uses simulated 10T sensor data. Future work should incorporate real
I0T sensors for more realistic evaluation. The prediction models can also be enhanced by considering additional
factors such as weather and traffic conditions.

Potential future research directions include:

1.
2.
3.

4.

Deploying the system in more cities and regions for wider coverage

Investigating edge computing techniques to reduce latency and bandwidth usage (Motlagh et al., 2020)
Exploring advanced machine learning models such as deep learning and transfer learning for improved
prediction accuracy

Integrating the system with air pollution control strategies and public health applications

CONCLUSION

This paper presented the design and implementation of an air quality monitoring system that combines 10T sensors,
cloud platforms, and P2P networking. The system successfully collected real-time air quality data from multiple
areas and provided accurate predictions using machine learning models.
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The main contributions are the scalable system architecture, real-world deployment and testing, and integration of
prediction capabilities. The work demonstrates the feasibility and benefits of 10T -based air quality monitoring for
understanding pollution levels and supporting control strategies.

With further enhancements and broader deployment, the proposed system has the potential to improve air quality
management and public health outcomes significantly.
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